SynthGateway Remote Support — Dataflow & Authorization Gate

Synthology's Cloud-Based System Response Service — recorded, customer-authorized, deny-by-default
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SynthGateway control plane Cloudflare API
Engineer console (behind Cloudflare Access) authorize - > per-session policy
Owns the authorization decision + audit-of-record create on session open
Creates / deletes the per-session access policy delete on close / revoke (s 1 heartbeat)

Session recorded - tied to a service ticket

Authorization chain - every gate must pass, each independently revocable

1 - Customer consent 2 - Product license 3 - Engineer MFA 4 - RBAC role 5 - Class-II review 6 - P

Deny-by-default Why "Authenticated using none" is not a backdoor Prov

The host carries 0 standing access policies That "none’ is only the clienteWARP-proxy leg. Authentication to The

No session = no policy = no certificate = the host is a short-lived certificate signed by the Cloudflare SSH ¢ , g

no access. Close = revoked < 1 heartbeat. validated by the host's TrustedUserCAKeys — no standing secret on . ce.
the host, and the cert exists only under an authorized session.

The console is the gate. « af
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